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Forensic Analysis of Windows System Attack

e Utilized FTK Imager and Autopsy to analyze log files,
registry settings, and system artifacts.

* [dentified persistence mechanisms like Startup folder
execution and scheduled tasks.

» Event Viewer logs revealed unauthorized
administrator accounts

» Network forensics exposed SSH connections for data
exfiltration.

« [IS logs confirmed credential theft, indicating a
sophisticated attack.

» Emphasized the need for system reconstruction, IP
restrictions, and enhanced monitoring.

Project 3 -
Infroduction
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Autoruns and/or the Starfup
Folder

I Butoruns - Sysimternals: wwe sysinkemals.com (Reeinisrator) [NIKNAZ\Administrater]

Autoruns Tool and VirusTotal Analysis
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File Search Erty User Options Category Help

scan C Applnit B Known DLLs Pp Winlogon B Winsock Providers LE) Print Manitars @ LS4 Providers Q Netwark Providers R M Offce
. o 5 E Euenything ﬂ Logon n Explorer 2] Intemet Explorer ﬂ Scheduled Tasks « Senvices & Divers L Codecs o° BootErecute E Image Hijacks

* Identlﬁes unauﬂ.lorlzed Startup prO.gramS for Autoruns Enty Descrption Publcher [mage Path

system compromise forensic analysis. B HELISYSTEMCurenConbofehConoh oot Al

i crid ere Windaws Command Pracessor (Verfied) Microsolt Windows C:\Windows\sy vt ThuMar 10
ﬁ HKLM\SoftwareMicrosoftWindows NT\Cunenfersion\Wirlogon'ltemateShels\AvalableShels Sal Sep 19
VIl Windows Command Processor (Verfied) Microsolt Windows C:\Windows'system32icmd eve ThuMar 1
ﬁ HKLM\SOF TWARE Microsolt\etive SetuptInstalled Companients TugFeb 25
1+.) Googl Chrome Google Chrome Intaler Vefed) Google LLC (\Program Files’\Roogle\Chiome\Application 133.0.6343 142\ nsale\chimaetp...  FrFeb 28
n/a Miciosoft NET IE SECURITY REGISTRATION - [Verfied) Micrasokt Coraration C:\Windows'\System3? Sal Sep 15
ﬁ HKLMASOF TWARE \Wowb432NodeWicrosol\windaws\CunentVersion'Run Tue May 21
B Sunlaval pdatebiehed Javalpdate Scheduler (Verfied) Cracle America, Inc. C:\Program Fies (x85\Comman Flesh avablava Updale\jusched eve 54l Dec 19
ﬁ HELMASOF TWARE W owb4 32Node'Micrasoft\Active Setup!nstalled Companents FiiNav 131
n/a Microsoft NET IE SECURITY REGISTRATION  (Verfied] Microsoft Corporation C:\Windows!System dl Sat Sep 15
C:Jsershdministrator\ppData\Roaming\Miciasolt\Windows' Start Menul Programs!Startup
Q]Miknaz‘e:ie BlInfo - Walpaper tet confiquiator (Verfied) Micraselt Comoration C:\Jsers\admiistrator\dppData\Roaming! MicrasoWindows\Sta Men\Pro..  Thu et 7
C:\ProgramD atatMicrosalt\Windows'Stat Menul Pragrams\Startup
@EndeM eter Control Center k. Codeheter Cantil Center (Verfied) WIBL-SYSTEMS AG C:\Program Files (xB6\Codeheter\Runtime’bin\CodeMeterCC. 2xe Thuul 1




Scheduled Tasks

Audit Sucee:

mputer Hiknaz

D) Task Scheduler

File

I?i"v”r Sta Triggers Run Time  Last Run Time Last Run Resu
ctive Direg 11/14/20184:10:27 PM  The operation completed successfully, (0:0)
ApplD

Application

rver Initial .. Disabled At systern startup

play All Running Tas!
Enable All Tasks History
New Folder..
Delete Folder
eral Triggers Actions Cenditions Settings ory (disabled) Vie:
i Refresh

H Help

Selected Item

Marne; Server Initial Canfiguration Task

FENind ow

Properties
Delete

Help
, use the following user account:

gged on

Odbb5ff276a

O umeGe &

> ] VIRUSTOTAL Qi3

SUMMARY DETECTIOM DETAILS RELATIOMNS BEHAVIOR COMMUMITY

ns, plus an API

itional community

oy a

Join our Community arnd
key to automate checks

D Do you want to automate checlks?

Q)

Security vendors' analysis

Acronis (Static ML) uUndetected



Event Viewer — A New

Administrator

Event Logs: New Administrator
Account Creation

* Not part of regular system activity.

» Attackers often create such accounts
for persistent access.

* Further investigation 1s needed to
determine security risk.

ity suditing
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+ Symm

- EventData
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Targe 21-1
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- EventData
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Event Viewer —
The When

Event Log Analysis

* Provides timestamps for critical

system activities.

 Determines unauthorized logins

and privilege escalations.

 Analyzes Event IDs 4624 and

4672.

§a Event Viewer
File Action View Help
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7 Custom Views
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{&] Application
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EventID Task Category
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4624 Logon
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< >

Creates afilter,

Event 4624, Microsoft Windows security auditing,
General Details

® FriendlyView O XML View

- EventData
SubjectUserSid 5-1-5-18
SubjectUserName NIKNAZ$
SubjectDomainName WORKGROUP
Subjectlogonld 0x3e7

TargetUserSid  5-1-5-21-1058031508-701740604-27475915-1011

TargetUserName Administrator
TargetDomainName NIKNAZ
Targetlogonld  0x1b377ca
LogonType 10
LogonProcessName User32

Authant

Negotiate

[TV

Actions
Security
= Open Saved Log..
¥ Create Custorn View..
Import Custorn View.,
Clear Log..,
T Filter Current Log...
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L Properties
6@ Find..
H Save Filtered Log File As...
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'ﬁ Save Filter to Custom View..,
View
G Refresh
Help
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5 Copy
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The Golden Nugget - Exfiltration

Forensic Examination Findings: PS (¢ \Users \dndnistratord

* Data exfiltration evidence found , P C2\sers \Adnindstratory Get-NetTCPCommection | Where-Obiect { | Renotedddress }
.» SSH (port 22) connection established with external : g

P 10.113.53 ) (r\Users\Admintstrator o

» Acquired sensitive information, including private key
and stored credentials.

 Additional investigation is necessary to prevent
further unauthorized access or data leaking.

>

s \Users\Administratorynetstat -ano | findstr :22

TCP B.,8.8.8:22 8.8.9,0:8 LISTENING 2984
TCP 8.8.9,08:22358 8.8.9,0:8 LISTENING 1548
TCP 8.8.9.0:22357 8.8.6,0:8 LISTENING 2966
TCP G2 [a8l|eE LISTENING 2984
TCP [::]:22358 19818 LISTENING 1548
TCP [ s [ E LISTENING 2960
TCP [::1]:22358 [::1]:49786 ESTABLISHED 1548
TCP [::1]:48786 [::1]:22358 ESTABLISHED 5672
LDP B.8.8.08:22358 i 1548

s \Users\Admi

nistratoryg




Summary

Fully Compromised
Crucial Evidence:
= The Startup Folder guarantees persistence - Niknaz.exe. /hidden/index.htm was visited and
contains credentials, accordingto the I1S logs.

Adted to the Event Viewer Logs: Niknaz 12, an unauthorized administrator account

Updated Default Time.him - Possible manipulation Discovered at 06:10:47 on February 22,
2025, the time of hacker access Proofof Data Exfiltration - Passwordand RSA key
discovered

Remedial Strategy:
System Rebuild— Make sure all repairs are done.
Protect Against Malicious IPs— Prevent further access.
Improve Tradking— Improve monitoring and logging.
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